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Email Security Solution
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Overview
The General Directorate of General Security in Lebanon “GDGS” is seeking proposals from qualified
partners experienced in providing, installing, configuring and maintaining two virtual email security

appliances (ESA).

Purpose

The GDGS is looking to upgrade its existing email security solution. The selected solution is expected
to inspect and secure incoming emails as well as outbound emails to prevent malicious threats (i.e.,
minimizing spams, phishing emails and blocking viruses and malwares) protecting users’ mailboxes from
cybersecurity attacks and schemes. The selected ESA solution will be fully implemented and integrated
with existing GDGS systems, by the vendor’s authorized professional services team.

The RFP contains sufficient information and instructions to enable qualified bidders to prepare and

submit proposals and supporting material,

Current Environment

Currently, two physical appliances ESA-C390 were deployed to protect emails from the internet. Theses
appliances are inspecting emails to filtering spam and then forward the clean emails to the exchange. The
two ESA are deployed in cluster mode offering high availability in case of failure.

Since the existing appliances have reached their EOL (30/06/2024), we need to replace them with two

new virtual ESA appliances.

Solution Vision

To secure its critical digital assets, GDGS is seeking to acquire and implement secure, highly eftective

and redundant virtual ESA solution for 200 mailboxes.

The solution illuminates the security and performance challenges associated with today’s messaging
environments and systematically anticipate and respond, with emails propagation and threats prevention.
Therefore, the open-source solution will not be accepted.
This new solution is expected to protect messages from unauthorized access, such as cyber-attackers
trying to infiltrate confidential messages sent within and outside our GDGS network.
The selected bidder is required to:

- Provide all necessary hardware with the latest models (Servers, Storage, cabling ...) software and

licenses (OS, Esxi, ...) related to the solution.

- /3/ Laptops for testing, monitoring and management (Refer to the section 12)

- Installation, configuration, testing and commission the new virtual appliances

- Review the current existing setup and propose optimization of the existing solution if needed.

- Setup and configure the solution in high availability Active-Standby or Active-Active load-

sharing based on the best practice and performance.
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- Migrate the configuration from the old appliances to the new appliances.

- Upgrade the appliances software to the latest recommended software.

- Do aknowledge transfer and training.

- Submit proper documentation of the implemented solution included but not limited to:

Licenses

0 O O O

Inventory table

Configuration guides

Operation procedures

o Configuration backups ...

In summary, the selected bidder will provide the installation, configuration, testing, migration,

software updates (if any), training, and support and integration services for the proposed solution. The

bidder will provide best practices for the optimal operation of their proposed solution.

Solution requirements

All work must be done under the supervision of a dedicated vendor’s most qualified certified networking

expert (utilizing the resources of other less qualified technical personnel when it’s necessary and/or

appropriate). The overall technical responsibility of the project is to be carried out by this

dedicated/certified network engineer.

All the employees who are granted access to the facility should have undergone security clearance

processes to ensure that such employees are trustworthy.

Features

Feature

Benefit

Reputation filtering

Assess sender reputation in real time, blocking known bad IPs and domains
before email content is even analysed. Block unwanted email with
reputation filtering, which is based on reputation database from at least 2
known Threat Intelligence DB (Talos, Sophos, CrowdStrike Falcon
Intelligence ...). Reputation service 1s curated for IP addresses, Domains,
and Websites. Anything with known bad reputations can be automatically
blocked. Reputation filtering stops most spam before it even enters your

network, allowing the solution to scale by analysing a much smaller payload.

Spam and phishing

protection

Multi-layered anti-spam engines with machine learning, heuristics, and real-
time URL analysis detect and block spam, phishing, and spear-phishing

attacks.
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Forged email detection

Enforces sender verification using SPF, DKIM, and DMARC standards to
identify forged headers and prevent spoofing. Forged email detection
protects against BEC attacks focused on executives, who are considered
high-value targets. Forged-email detection helps you block these
customized attacks and provides detailed logs on all attempts and actions

taken.

Domain Protection

CDP for external email helps prevent phishing emails from being sent using
a customer domain(s). It automates the process of implementing the
DMARC email authentication standard to better protect employees,
customers, and suppliers from phishing attacks using a customer domaings).
This protects the customers’ brand identity as well as increases email
marketing effectiveness by reducing phishing messages from reaching

inboxes.

Virus defense

By oftering a high-performance virus scanning solution integrated at the
gateway, the email security provides a multilayered, multivendor approach
to virus filtering.

The solution must scan messages using multiple virus scanning engines.

Incoming and
outgoing content

filters

Granular content filtering rules can be defined based on keywords, file types,
sender/recipient attributes, or attachment presence. These filters can be
deployed by the user to get notified or blocked a certain attachment, an email

with an unknown language or a file the contains macros. ..

Outbreak filters

Outbreak Filters provide temporary quarantine or rewrite policies during
active malware outbreaks, buying time for signature updates. Outbreak
filters defend against emerging threats and blended attacks. They can issue
rules on any combination of six parameters, including file type, file name,
file size, and URLs in a message.

Real-time outbreak filters proactively apply temporary policies (e.g.,
quarantine, strip attachments) before a signature is even available. Outbreak
filters defend against emerging and viral threats, most of which are phishing

and scams campaigns

Manageability

Detailed message tracking

Track a message by envelope recipient, envelope sender, subject,
attachments, and message events including DLP policy or IDs. When you
send a message to the Email Security appliance, the message tracking database
is populated within a minute or two, and you can see what happened to the

messages that are crossing the system at every step of processing.

330 23 ik
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Graymail detection

and safe unsubscribe

Ofters granular graymail categorization with safe unsubscribe links,
improving user control without over-quarantining. Graymail consists of
marketing, social networking, and bulk messages. The graymail detection
feature precisely classifies and monitors graymail entering an organization.
An administrator can then take appropriate action on each category. Since
mimicking an unsubscribe mechanism is a popular phishing technique, users
should be wary of clicking these unsubscribe links. The safe unsubscribe
solution provides:

- Protection against malicious threats masquerading as unsubscribe links.

-A uniform interface for managing all subscriptions. Better visibility for

email administrators and end users into such emails

File handling and

Macro Detection

ESA can help protect customers from unwanted email attachment file types
and content. Using file metadata analysis, the gateway can precisely
recognize file type as well as embedded macro scripts (Microsoft, Adobe, or

OLE type macros).

Granular Role-Based
Access Control
(RBAC)

Deep RBAC capabilities—ideal for large enterprises or MSPs, where
separation of duties is required. Granular user roles with permissions for

auditing and delegation.

Web interaction

tracking

Web interaction tracking is a fully integrated solution that allows IT
administrators to track the end users who click on URLs that have been
rewritten by ESA Gateway.

Reports show:

-Top users who clicked on malicious URLs.

-The top malicious URLs clicked by end users.

-Date and time, rewrite reason, and action taken on the URLs

Threat Defense

Connector

Email Threat Defense uses AI/ML based scanning engines to detect malicious

emails that might bypass the gateway.

Web manager

Can manage updates and settings centrally rather than on the individual
appliances. Message tracking aggregates data from multiple Email Gateways,
including data categorized by sender, recipient, message subject, and other
parameters. Scanning results, such as spam and virus verdicts, are also
displayed, as are policy violations. It also:

-Tracks and reports on message disposition, URLs, and other email
attributes.

-Consolidates email security quarantines into a single repository.

-Includes antispam, antivirus, Outbreak Filters, policy quarantines ...

-By centralizing the management of multiple appliances, administrators can

enforce consistent acceptable use policies across the organization

330 24 ik
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Centralized reporting | The Secure Email and Web Manager simplifies administration by fully

integrating reporting from Email Gateways to be consolidated.

Message tracking Highly detailed per-message tracking, including every policy hit and action
taken. Data is aggregated from multiple Email Gateways, including data
categorized by sender, recipient, message subject, and other parameters.
Scanning results display detailed scanning results from each security check

and action taken according to policy and configuration

Spam quarantine Spam messages can be stored centrally with the easy-to-use self-service
Spam Quarantine solution. Large enterprises with multiple Email Gateways
can offload their spam traffic to one location for easier tracking and provide

a single point for employee access.

Policy quarantine Suspicious and policy violating messages can be stored centrally for admin
view and management. Messages can be viewed safely from the dashboard

and actioned according to an admin’s decision. Multiple Email Gateways can

offload their policy quarantined emails to one single point for admin access

The needed licenses (must cover all the technical features listed above) will be purchased for 5 years with

support.

7- Training
- Provide certified advanced training on the product architecture, functionality and the solution design
for /3/ Admin.
~  The training shall cover all the aspects of the proposed solution.
—  All training courses must be official certified trainings in a certified training center.

- Provide hands-on training to the GDGS personal on the implemented solution.

8- Documentation

~  Supplier shall submit complete implementation and operations documentation that shall reflect all
the set up and configuration of the implementation performed in GDGS.

- Provide a list of electronic and printed documentation (English) provided for installation, operation
use, and administration of the whole solution (Soft and hard copies). The soft copy must be in

“.docx” format and contains all the configuration files and Visio drawings in “.vsd” format.

9- Support
- Vendor maintenance that includes local support from Monday till Friday for five years.
- All email security licenses include software subscription support essential to keep business-critical
applications available, highly secure, and operating at peak performance. This support shall cover

phone calls, emails and vendor support for the full term of the purchased software subscription.

33,0 25 ik
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11-

12-

- The supplier shall ofter labor support and on site for the full term of the purchased subscription.

Software updates and major upgrades to keep applications performing at their best, with the most

current features.

General Requirements

—  The supplier should be a certified partner for the proposed solution with gold level or above. The
supplier shall submit a valid certification document.
- The supplier should provide at least 2 similar references located in Lebanon.
- The supplier should provide:
A detailed implementation plan documentation

UAT (User Acceptance Testing) document

Staffing & Team Experience

Provider is requested to provide details on the implementation and support team:
Number and details of the team Certification (Minimum 2)

Level of expertise

Laptops (Q=3)
Technical Specifications:

- Processor: Ultra Intel Core™ 17 (10 cores)

- Memory: Min /16/ GB DDR5-4800

- Hard Drive: 1 TB NVMe SSD

- Graphics: NIVIDIA GeForce 40 series graphics

- Display: 16” Touch FHD+ (1920x1200) IPS 300 nits
- Sound: Integrated Audio

- Camera: Built-in FHD webcam

- Battery: Up to 8 hours; support super rapid Charge
- Networking: RJ-45 Gigabit Ethernet port

- Wireless: Wi-Fi 6 (802.11 ax) / Bluetooth 5.1

- I/O Ports: o 2 USB Type-A 2.0

USB Type-C (10 Gbps; Display port 1.4/140W power delivery)
2 USB Type-C 3.2 Gen 2 (10Gbps)

Front 1 headphone/ microphone combo

1 HDMI 2.1
Shutter Button
- Keyboard: Arabic/English Professional Keyboard
- Operating System: o Windows 11 Pro for business (License must be included)

Latest Microsoft Office Pro

33,0 26 imi
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- Accessories: o /1] external wireless mouse, original case
external SSD (8TB) for backup

- Warranty: 1-year, on-site, parts and labor.
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